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ABSTRACT

This report summarises the main outcomes of several experimental studies carried out by the 
Joint Research Centre on blockchain solutions for energy systems. It presents considerations and 
recommendations for European policymakers regarding blockchain deployment across the energy 
value chain. 

The outcomes of this report come from a multi-year project funded through an explicit request of 
the European Parliament to the European Commission, with experiments conducted in the Joint 
Research Centre smart grids and cybersecurity laboratories.
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Europe’s future will be strongly influenced by the 
successful achievement of the twin digital and 
green transitions. The Covid-19 pandemic crisis 
has clearly magnified the role that digital and 
energy technologies have on people, businesses 
and the economy. We saw how heavily we 
rely on digital and energy solutions to enable 
us to telework, heat our homes, manage our 
hospitals, and run our businesses. Monitoring 
the evolution of digital technologies to identify 
the most promising and disruptive ones is of 
primary importance in the effort to support 
and speed up the race of the European Union 
towards a greener and more sustainable future.

An emerging technology to support the 
twin digital and green transitions

Among the many digital technologies in use and 
in development, blockchain technologies¹  
are proving that they have a lot to offer in 
supporting and streamlining evidence-based 
decision-making in the fields of climate and 
sustainable energy. Blockchain can be imagined 
as an electronic register distributed over a 
myriad of computers and nodes, where each 
node can update and store a copy of the register.

Some reasons why blockchain is appealing for 
applications in the climate and energy sectors 
are:

• Disintermediation: Currently most of the 
worlds’ financial, energy and other operations 
are enabled by intermediaries such as banks 
and market operators. Blockchain removes the 
need for such trusted third parties to oversee 
and validate information/value exchanges.  

• Transparency and verifiability: transactions re-
corded on a blockchain are able to be checked 
independently. Illicit transactions are detected 
and excluded from the blockchain, rendering it 
impossible for the parties involved to perform 
malicious operations.

• Immutability and security: it is almost impos-
sible to modify or tamper with information 
recorded on a blockchain (even when many 
nodes are attacked at the same time).

State-of-play of blockchain in the energy 
sector

In 2018, the European Parliament requested 
the Commission to investigate the impact of 
blockchain on the energy sector. The Joint 
Research Centre (the European Commission’s 
science and knowledge service) consequently 
conducted a desktop and experimental project 
analysis of how blockchain can enable, and 
potentially revolutionise, the energy market and 
system operations.

The study found that:

• there is a clear interest among energy 
and digital industries to exploit the po-
tential of blockchain. Pilots and use-cas-
es are already flourishing all around Europe. 
In-house tests on technological performanc-
es and scalability confirmed the potential for 
these industries to use blockchain. However, 
consumers are not yet fully engaged in 
digital energy projects and independent 
aggregators still face entry barriers to 
participate in electricity markets. 

• The sustainability and the energy foot-
print of blockchain is a heavily debated, but 
not always well-analysed, issue.

• Blockchain applications for higher-level 
energy system functionalities (i.e. appli-
cations running on layers not dealing with 
physical power grid operations) are more 
numerous and mature. 

• Blockchain applications linked to energy sys-
tem operations (i.e. directly impacting phys-
ical power grids operations, such as power 
dispatching) are instead less developed. 

EXECUTIVE SUMMARY

¹ Throughout this report, we use the sub-set term ‘blockchain’ instead of the more comprehensive term ‘Distributed Ledger Technology’, 
DLT. A blockchain is a chain of data blocks serially interconnected one after the other, whereas DLT includes other data architectures 
beyond the chain of blocks, such as graphs and other solutions. We use this simplification because most of the DLT applications, also in 
the energy sector, are based on blockchain.

NOTES
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Security, privacy & identity 

• Requirements to ensure that blockchain appli-
cations maintain adequate cybersecurity and 
electricity supply security levels should be de-
fined. 

• Mechanisms to safeguard data security and 
integrity should be further developed. 

• Data should be protected ‘by design’ and 
shared only as needed to activate consented 
blockchain-enabled services. 

• Effective integration strategies between data 
protection and cybersecurity initiatives are 
needed.

• The resilience and security of modern tele-
communication networks and the Internet 
should be assessed, from a cybersecurity per-
spective, for the impact of energy digitalisa-
tion.

• Cybersecurity certification schemes should 
increasingly cover both the domain of block-
chain core infrastructure and the domain of 
end user applications and devices (e.g. Inter-
net of Things).

• Strong authentication schemes should be em-
bedded in the design of blockchain solutions.

This is mainly due to lack of adequate guar-
antees in terms of safety, certification, and 
standardisation.

• Blockchain shows high potential for use as 
the distributed driving brain of an ener-
gy community. Blockchain appears suited 
to support the financial settlement of energy 
transactions, energy trading in local or wider 
markets, energy management and flexibility 
services provisioning, and several certification 
and billing processes. 

• Adequate and interoperable smart meter-
ing infrastructure is indispensable for 
the activation of blockchain services for 
energy communities and peer-to-peer energy 
trading.

Recommendations presented by cluster

During the study, it became clear that several 
aspects and interfaces must still be clarified 
to successfully govern the introduction of 
blockchain-based electricity delivery options 
and services. To this end, drawing upon the 
desktop and experimental research conducted, 
the following clusters of recommendations 
to address emerging trends and issues were 
identified: 

Recommendations by cluster towards blockchain deployment for energy transition
Source: EC
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technologies, including blockchain, in the energy 
sector.

While the Digital Transformation is a key 
enabler to reach the Green Deal objectives, a 
consistent approach in the regulation of several 
cross-cutting sectors (energy, transport, finance 
etc.) is equally needed. 

It remains to be seen to what extent blockchain 
can support or subvert business models in 
the transitioning electricity systems and 
markets. Indeed, blockchain represents only 
one of the enabling technologies of power 
system innovation, to be combined with other 
digital technologies, such as including Artificial 
Intelligence, big data, and Internet of Things, to 
achieve the climate-neutrality and sustainability 
targets.

The Joint Research Centre smart grids and 
cybersecurity laboratories stand ready to scale-
up their research activities in support of policy 
decision making and identifying critical issues 
in the deployment of blockchain and other 
emerging digital and energy technologies. 

Data access, liability and markets 

• Robust energy data hubs/platforms, with 
agreed rules for data access and use, should 
be designed.

• Market rules should be adapted to take into 
account the emergence of new ‘automated 
agent’ actors.

• Decentralised responsibilities of electricity 
supply and delivery should be clearly defined 
and allocated.

Fairness and acceptance

• Fairness should be a guiding principle for de-
signing more decentralised energy markets 
not discriminating any player, be they people 
or businesses.

• Consumers should be further involved and in-
centivised to invest in blockchain projects.

• A balance should be found between consumer 
empowerment and protection.

Scalability and sustainability

• The EU and national legislators should keep 
developing a comprehensive pro-innovation 
legal framework for digital applications.

• Regulatory experimentations should be fur-
ther adopted.

• Analyses on the energy footprint of the block-
chain solutions under testing/deployment 
should always accompany the studies on the 
scalability and performance requirements.

Interoperability and standards

• The EU and Member States stakeholders 
should continue their involvement in the work 
of international standard organisations.

• Proper standards and interoperability of 
blockchain-enabled devices (including meters, 
sensors, and appliances) should be promoted.

Next steps for the EU to exploit blockchain 
for energy

The EU and national legislators are encouraged 
to keep developing a comprehensive pro-
innovation legal framework for digital 
applications, also better regulating blockchain-
enabled digital assets and smart contracts.

The EC Digitalisation of Energy Action Plan 
represents a powerful toolbox to implement 
actions for a wider deployment of digital 

Blockchain 
technology 
can enable, 
and potentially 
revolutionise,  
the energy market
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This report is a summary of the in-depth two 
year study. It does not present the details of 
the scientific experiments and results obtained, 
for which the related technical reports [1][2][3]
[24] can be consulted. Instead, it offers a high-
level view of the possible use of blockchain 
technologies in the energy sector, reflecting on 
potential advantages and policy needs. 

Europe’s future will be strongly influenced 
by the successful achievement of the twin 
digital and green transitions. Identifying and 
embracing potential new technologies can help 
every European citizen to benefit from digital 
opportunities. In addition, these transitions 
will increase the EU’s resilience by reducing 
dependency on third countries, influence the 
EU’s global positioning on the global stage, and 
help the EU to reach targeted sustainability 
goals. 

Blockchain (a subset of distributed ledger 
technologies, see also footnote 1 in the 
Executive Summary) has been identified as 
being potentially disruptive but highly relevant 
for boosting the digitalisation of European 
society. On one hand, they could herald a new 
era of digital services, but, on the other hand, 
their robustness, security, scalability and 
sustainability are not yet assured. 

Blockchain technology allows entities such as 
people and organisations, but also machines 
and software, to establish secure operational 
agreements and transactions. The possibility of 
eliminating the use of intermediaries between 
producers and consumers has the potential to 
revolutionise how digital services are built and 
delivered.

In 2018, the Industry, Research and Energy 
Committee (ITRE) of the European Parliament 
tasked the European Commission to conduct 
a study on the potential advantages and 
disadvantages related to the use of blockchain 
technologies in the energy field.

The Joint Research Centre, the European 
Commission’s science and knowledge service, 
conducted the study which included the 
deployment of blockchain-based energy 
distribution test-beds and use-cases. The results 
not only confirmed the enormous potential 
of this technology for the energy sector, 
but also magnified the need for blockchain 
platforms to be governed by more mature and 
standardised approaches. This would enhance 
safety, scalability and security aspects, which 
are key factors when dealing with critical 
infrastructures.

1. INTRODUCTION

CHAPTER 1
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Digital transformation is key to reach the 
EU’s climate-neutrality targets and is already 
impacting the energy system design and 
operation. The European Union recently 
embraced ambitious overarching political 
initiatives in the green and digital fields, which 
have strong synergies:

• The European Green Deal is the EU’s plan for 
sustainable growth. It aims to contribute to 
achieving the Paris Agreement objective of 
keeping the global temperature increase to 
below 2°C [4] compared to pre-industrial lev-
els. 

• The EU Digital Strategy addresses crucial dig-
italisation issues relating to privacy, security, 
safety and ethical standards and promotes 
the deployment of an infrastructure fit for the 
future [5].

These ambitions plans include new acts to 
reinforce/complement digital energy-relevant 
legislative actions – such as the Energy Union/
Clean Energy Package, the General Data 
Protection regulation, the Directive on security 
of network and information systems, and most 
recently the Digitalisation of Energy Action Plan 
(see also Figure 1) [4][5][22].

Digitalisation in the energy sector includes the 
creation and use of computerised information 
and processing of huge amounts of data, which 
is generated at all stages of the energy supply 
chain. There are great expectations for every 
segment of the energy ecosystem: households, 
prosumers, distribution, transmission, generation 
and retail, and is often stated as likely to lead to 
an energy system transformation.

Digitalisation offers the potential to increase 
energy efficiency through technologies that 

2. WHAT IS ENERGY DIGITALISATION AND 
WHY IS IT IMPORTANT?

CHAPTER 2

Recent EU legislative initiatives on energy digitalisation [6]
Source: EC

FIGURE 1
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gather and analyse data before using it to make 
changes to the physical environment (either 
automatically, or through human intervention). 
It is frequently linked with ‘smart’ energy, 
the Internet of Things (IoT) and Blockchain 
technology. The main goal of digitalisation is 
to improve efficiency through enabling better, 
cheaper and faster monitoring, recovery and 
maintenance of the assets and components 
through ‘smarter’ grids. For instance, smart 
households will facilitate own solar energy 
production, the Internet of Things (IoT) will 
integrate smart appliances for savings, ancillary 
grid services, and smart charging of Electric 
Vehicles.

The speed of digitalisation in energy is 
increasing. Investment in digital technologies 
by energy companies has grown sharply over 
the last years. For instance, according to 
the International Energy Agency[16], global 
investment in digital electricity infrastructure 
and software has risen by over 20% annually 
since 2014, reaching USD 47 billion in 2016 
(Figure 2). This digital investment in 2016 was 
almost 40% higher than investment in gas-fired 
power generation worldwide (USD 34 billion) 
and almost equal to total investment in India’s 
electricity sector (USD 55 billion).

2.1 Impact of digitalisation on 
energy demand

The impact of digitalisation on transport, 
buildings and industry is an undeniable fact. 

The availability of connectivity everywhere and 
the rise of artificial intelligence technologies 
are making the Transport sector smarter, with 
enormous advantages in relation to safety 
and efficiency. In road transport, connectivity 
is enabling new mobility sharing services. In 
combination with advancements in vehicle 
automation and electrification, digitalisation 
could result in considerable but uncertain energy 
and emissions impacts. In the long term, under 
a best-case scenario of improved efficiency 
through automation and ride-sharing, and with 
a positive interplay between technology, policy 
and behaviour, road transport energy use could 
potentially drop by about half [17]. Conversely, 
if efficiency improvements do not materialise 
and rebound effects from automation result 
in substantially more travel, energy use could 
more than double.

In buildings, digitalisation could decrease 
energy use by about 10% by using real-time 

CHAPTER 2

Investments in digital electricity infrastructure and software [16] 
Source: EC

¹ Digitalisation & Energy, International Energy Agency, 2018, https://www.iea.org/reports/digitalisation-and-energy

² Arbib, J. and Seba, T. (2017). Rethinking Transportation 2020-2030. www.rethinkx.com/transportation.

FIGURE 2

NOTES
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data to improve operational efficiency. Smart 
energy systems and thermostats can anticipate 
the behaviour of occupants (based on prior 
experience) and use real-time weather forecasts 
to better predict heating and cooling needs [18]. 
Smart lighting can deliver more than just light 
when and where it is needed; light-emitting 
diodes can also contain sensors linked to other 
systems – for example, helping to tailor heating 
and cooling services. However, it is important to 
be careful with digitalisation: the proliferation 
of new services and comforts (for example, the 
use of standby power by idle devices) could 
offset potential savings.

In industry, many companies have a long 
history of using digital technologies to improve 
safety and increase production. Further cost-
effective energy savings can be realised through 
advanced process controls, and by coupling 
smart sensors and data analytics to predict 
equipment failure [20].

2.2 Impact of digitalisation on 
power supply
Energy companies have been using digital 
technologies for years, helping to increase the 
recovery of fossil resources, improve production 
processes, reduce costs and improve safety. 
An optimised use of digital technologies could 
decrease production costs between 10% and 
20%, while recoverable oil and gas resources 
could be boosted by around 5% globally, with 
the greatest gains expected in shale gas [16].

In the coal industry, digital technologies are 
being used on a side in geological modelling, 
and on the other in more classical 'industrial 
processes' such as automation and predictive 
maintenance.  

In the power sector, digitalisation has the 
potential to save around $80 billion per year, 
or about 5% of total annual power generation 
costs [16], based on the current system design 
and enhanced global deployment of available 
digital technologies to all power plants and 
network infrastructure. This can be attained 
by dropping operation and maintenance costs, 
improving power plant and network efficiency, 
reducing unplanned outages and downtime, 
and extending the operational lifetime of assets 
[19]. 

2.3 Impact of full digital 
interconnection of energy systems

The most important transformational 
prospective for digitalisation is its ability to 
break down the boundaries between energy 
sectors, increasing flexibility and enabling 
integration across entire systems. At the heart 
of this transformation is the electricity sector, 
where digitalisation makes the distinction 
between generation and consumption blurring, 
enabling a number of interrelated opportunities.

As reported by International Energy Agency (IEA) 
[16], smart demand response could provide 
185GW of system flexibility, the equivalent 
of the combined electricity supply capacity of 
Australia and Italy. Still according to the IEA, 
“this could save $270 billion of investments 
in new electricity infrastructure”. The impact 
is potentially so huge that some studies [16] 
estimate the potential involvement of one billion 
households and 11 billion smart appliances in 
a new paradigm of interconnected electricity 
systems.

Digitalisation can facilitate the integration 
of intermitting renewables contributing to 
optimisation and synchronisation of energy 
demand with weather forecasts. In the 
European Union alone, increased storage and 
digitally enabled demand response could reduce 
curtailment of solar PV and wind power from 
7% to 1.6% in 2040, avoiding 30 million tonnes 
of carbon dioxide emissions in 2040 [16].

Similarly, the same digital and AI technologies, 
if applied to the vehicle smart-charging domain 
could provide further flexibility to the grid 
while saving between $100 billion and $280 
billion in avoided investment in new electricity 
infrastructure between 2016 and 2040 [16].

It is clear how, in this context, new tools such 
as blockchain could help to facilitate peer-to-
peer electricity trade, but also aggregation and 
flexibility management.

CHAPTER 2
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CHAPTER 3

3. BLOCKCHAIN TECHNOLOGIES, DIGITAL 
DECADE AND GREEN DEAL

In March 2021, the European Commission 
presented a vision and avenues for Europe’s 
digital transformation by 2030 [25]. The 
Commission proposes a Digital Compass for 
the EU's digital decade that evolves around 
four cardinal points: infrastructures, business, 
government, skills. In this vision, blockchain 
technologies are mentioned among those 
technologies promising to boost and modernise 
European infrastructures. The EU recognises the 
potential of blockchain and supports the use of 
blockchain technology in fostering sustainable 
economic development, addressing climate 
change, and supporting the European Green 
New Deal.

The European Commission's strategy concerning 
blockchain technologies wants to support a 'gold 
standard' for blockchain technology in Europe 
that embraces European values and ideals in its 
legal and regulatory framework.

This 'gold standard' for blockchain includes:

• Environmental sustainability: Blockchain tech-
nology should be sustainable and energy-effi-
cient.

• Data protection: Blockchain technology should 
be compatible with, and where possible sup-
port, Europe’s strong data protection and pri-
vacy regulations.

An internal view of a blockchain structure in a cryptocurrency use case
Source: EC

FIGURE 3
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• Digital Identity: Blockchain technology should 
respect and enhance Europe’s evolving Digital 
Identity framework. This includes being com-
patible with e-signature regulations, such as 
electronic Identification, Authentication and 
Trust Services (eIDAS), and supporting a sen-
sible, pragmatic decentralised and self-sover-
eign identity framework.

• Cybersecurity: Blockchain technology should 
be able to provide high levels of cybersecurity.

• Interoperability: Blockchains should be inter-
operable between themselves and with lega-
cy systems in the outside world.

Application of blockchain technologies following 
these principles could pave the way to a digital 
revolution in many key sectors of the European 
economy and industry. However, it is important 
to underline that blockchains are not the solution 
for every problem, and a careful evaluation of 
use cases applications needs to be performed, 
to avoid wasting resources and security risks.

For this reason, before entering a discussion 
about the potential use of blockchain in the 
energy sector, it is important to recall the basic 
principles, and dispel recurrent myths and 
misunderstandings.

Blockchain technology allows people and 
organisations, who may not know or trust each 
other, to collectively agree on and permanently 
record information without a third-party 
authority. By creating trust in data in ways 
that were not possible before, blockchain has 
the potential to revolutionise how we share 
information and carry out transactions online.

Blockchain systems are specific data structures 
that record and synchronise data in chains 
of blocks with the support of cryptographic 
techniques enabling data consistency, integrity 
and immutability. Figure 3 illustrates an 
abstraction of a blockchain data structure.

End-user transactions are submitted to the 
network and transmitted to all the participants 
(nodes) over a peer-to-peer network. The 

transactions, once validated by a particular type 
of nodes, are stored in a block and distributed to 
all network entities. Each transaction is digitally 
signed³ by the end-user’s private cryptographic 
key⁴ so no other entity can claim to be the 
transaction’s originator.

In fact, all the participants in a blockchain 
network independently hold their own copy of 
the data, and can thus independently calculate 
the current known ‘state’ of the system. As a 
result, there is no single point of failure (as the 
ledger is stored in several nodes), in contrast 
to centralised data (storage) related services. 
Due to a synchronisation mechanism that the 
network supports in case of a participant’s 
failure, the latest state of the system can be 
resumed. So, all the participants, at any time, 
share a common ground truth.  

Another characteristic of the blockchain systems 
is the kind of access one has for reading, sending 
and validating transactions (see Figure 4). If 
anyone can read and access the blockchain, this 
is categorised as public, meaning that anyone 
can fetch the whole blockchain and read its 
contents. In contrast to the public blockchain, 
only authorised entities can have access a 
private blockchain. Similarly, depending on who 
can send and validate transactions, a blockchain 
is called permission-less or permissioned. 

When making the decision to adopt a blockchain 
solution for a system, several parameters need 
to be taken into consideration. Depending on the 
developed system needs, different choices can 
be made. The most important characteristics 
that influence the choice are briefly discussed 
below.

Consensus Mechanisms and Energy 
Consumption

Probably the most important characteristic in 
a blockchain, the consensus mechanism is the 
way the system agrees on which transactions 
should be considered valid and added to 
the ledger. Consensus mechanisms are used 
to ensure honest behaviour by the parties 
involved. Bitcoin uses the Proof of Work (PoW), 

CHAPTER 3

³  A digital signature is a mathematical scheme for verifying the authenticity of digital messages or documents [8].

⁴ Public-key cryptography is a cryptographic system that uses pairs of keys: public keys which may be disseminated widely, and private 
keys which are known only to the owner. Effective security only requires keeping the private key private; the public key can be openly 
distributed without compromising security [9].

NOTES
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CHAPTER 3

which basically consists in assigning a difficult 
computational task to the network nodes to 
have the transaction proposed by a node stored 
on a block of the blockchain. Proof of work in 
Bitcoin is also the basis of the mining process.

Nowadays mining, especially in cryptocurrencies 
that are widely used, is increasingly considered 
as an unsustainable energy-intensive process. 
As a result, there is a tendency to switch to other 
more energy friendly consensus mechanisms, 
such as Proof of Stake (PoS). Ethereum, the 
second most capitalised blockchain and the 
currently most deployed blockchain technology 
for energy applications, is transitioning from 
PoW to PoS⁵. 

The electricity consumption associated with 
PoW crypto mining has increased throughout 
2021 and shows no sign of decreasing. Along 
with Ethereum, other blockchain networks 
plan to switch to - or already feature- Proof of 

Stake or other less energy intensive consensus 
mechanisms.

There are several other consensus algorithms 
besides PoW and PoS, such as proof of activity, 
proof of burn, proof of capacity etc. This report 
does not aim to provide a full overview of all 
the existing consensus mechanisms. However, it 
is important to underline here that, contrary to 
common belief, less energy-intensive consensus 
mechanisms do exist and are very mature [23].

Smart Contracts

One of the most intriguing features that have 
been added in new generation blockchains is 
the notion of smart contracts. 

A smart contract is a computer program that 
is capable of executing/enforcing a predefined 
action/agreement using a blockchain, when 
and if specific conditions are met. Its main goal 
is to enable two or more parties to perform 

Blockchain attributes for the different types of access
Source: EC

FIGURE 4

⁵ The electricity consumption associated with PoW crypto mining has increased throughout 2021 and shows no sign of decreasing. Along 
with Ethereum, other blockchain networks plan to switch to - or already feature- Proof of Stake or other less energy intensive consensus 
mechanisms.

NOTES
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a trusted transaction without the need for 
intermediaries. Moreover, smart contracts 
inherit the characteristics of blockchains and 
thus have no downtime, censorship or third-
party interference. 

Performance

Different use-cases might require different 
levels of performance in order to be effective 
and deliver their service. Hence it is important, 
when considering the use of blockchain 
technologies, to evaluate if their performance 
is adequate to what is needed by the use-case. 
The performances of blockchains are typically 
influenced by a few key parameters, such as 
the size of the block (which determines how 
many transactions can be validated in one 
shot) and the execution time (the time lapse 
between the moment a transaction is sent from 
the client until it is inserted in the blockchain). 
Different blockchain systems have very 
different approaches to validation and block 
size definition. As a result, execution times may 
vary from a few seconds to several minutes. 

Following this basic overview of blockchain 
technologies, in the following section describes 
how blockchain technologies could speed-up 
the digitalisation of the energy sector.

CHAPTER 3
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4. HOW BLOCKCHAIN CAN SUPPORT 
ENERGY DIGITALISATION

Although blockchain seems to be generating the 
most buzz in financial services, the networked 
infrastructure of the energy industry makes it 
particularly suited for blockchain technology 
applications. And with the rise of Internet of 
Things, the entire energy industry may soon find 
its operations transformed into a vast global 
network of connected devices all feeding digital 
data into blockchain-enabled platforms that 
can capture and share information in real time. 

Blockchain could play an innovative role 
in contributing to the implementation of 
these aspects. For instance, blockchain has 
features that promise to innovate the energy 
sector through the deployment of new grid 
management and business models leveraging 
on decentralisation, transparency, integrity 
and disintermediation. The expected result 
is the creation of a better performing grid 
management infrastructure and new business 
processing applications at the service of 
European industry players and consumers 
operating across centralised and decentralised 
grid frameworks. 

Moreover, blockchain applied to the energy 
sector has the transformative potential to reduce 
both operational and transaction costs while 
simultaneously increasing trust levels among 
stakeholders by offering a single source of truth. 
For instance, there is ongoing experimentation 
to test Blockchains for improving the procedures 
for network management and security related to 
actors such as Transmission System Operators 
(TSO)⁶ , Distribution System Operators (DSO)⁷ 
in charge of electrical energy production and 

distribution and in the context of Distributed 
Energy Resources (DERs)⁸. Nevertheless, a 
coordinated approach to manage security risk 
is necessary in order to be sure that new grid 
management and business applications are 
built and marketed following security-by-design 
principles and related incentive structures.

Blockchain, which involves decentralised 
transaction verification, will potentially empower 
individual customers to trade power and make 
payments in a seamless way. 

Digitalisation can help with improved network 
and congestion management, assisting with the 
renewable generation intermittency problem, 
allowing more effective network monitoring 
and more efficient network operation. It also 
provides digital platforms for demand response, 
and Peer-to-Peer (P2P) energy and carbon 
credit trading [21].

⁶ TSOs are entities entrusted with transporting energy in the form of natural gas or electrical power on a national or regional level, using 
fixed infrastructure. See Chapter III of the Electricity and Gas Directives (2009):

 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32009L0073&from=EN 

⁷ DSOs link bulk electricity production and transmission to end consumers - https://ec.europa.eu/jrc/en/publication/eur-scientific-and-
technical-research-reports/distribution-system-operators-observatory-2018

⁸ Conventional power stations, such as coal-fired, gas, and nuclear powered plants, as well as hydroelectric dams and large-scale solar 
power stations, are centralised and often require electric energy to be transmitted over long distances. By contrast, DER systems are 
decentralised, modular, and more flexible technologies, that are located close to the load they serve, albeit having capacities of only 10 
megawatts (MW) or less.

NOTES
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5. ENERGY INDUSTRY BLOCKCHAIN 
PILOTING LANDSCAPE

To understand the magnitude of the blockchain 
potential in the energy sector, the Joint Research 
Centre of the European Commission performed 
a landscape analysis of the related industrial 
initiatives in the energy sector. This analysis 
clearly showed that industrial actors in the energy 
domain are seriously investing in blockchain 
technology pilots and tests. The primary goal of 
the analysis was to define a taxonomy of use 
cases in this field. Four main classes of use-
cases on Blockchains for the energy sector have 
been identified and are described in the next 
subsections. The taxonomy comprises various 
types of use-cases totalling 117 initiatives (see 
Figure 5) concentrated mainly in the European 
Union (65), the USA (14), and Switzerland (9), 
with the rest scattered around the world. More 
than half of them, i.e. 67 are deployed at least 
at the proof-of-concept level. 

In particular, there are 16 research initiatives 
and multi-purpose blockchain platforms for the 
energy sector. Further, there are 17 companies 
operating in the field of blockchain wholesale 
energy trading while 11 operate in the sector of 
blockchain wholesale energy supply and some 
do both. 6 companies offer flexibility services 
and 4 offer imbalance settlement products. 
Moreover, 13 companies are active in the 
blockchain-based smart metering domain and 
9 offer Internet of Things and smart devices 
solutions. 

However, the majority of the companies and 
initiatives (40 of them, a third of the total 
worldwide) are focused on P2P energy supply 
and trading. Their aim is to test and market new 
grid management and business applications 
that blockchain promises to offer. For instance, 
11 companies offer blockchain based billing 
services. As another example, business models 
and investment vehicles such as Initial Coin 
Offerings, the issuance of digital tokens 
redeemable by investors in new crowdfunded 
ventures, are finding applications also in the 
energy sector. There are 25 initiatives in this 
domain. 

Finally, there are niche markets such as 
blockchain for e-Mobility (7 companies) and 
for asset management within environmental 
attributes markets. In particular, there are 5 
companies working within the certification 
of ownership and the proof of origin market 
segments, while 10 offer blockchain based 
solutions to manage green certificates and 
carbon credits.

In terms of the platforms used (as Figure 7. 
illustrates), and according to the available 
data, almost half of the initiatives are tested 
and operated on the Ethereum blockchain 
(50), followed by Hyperledger (8), Tendermint 
(4), Tolabla, (3), Multichain and Pylon Coin (2), 
native blockchains (4) and many opting for one 

Energy blockchains initiatives distribution per country
Source: EC

FIGURE 5
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of the myriad of blockchain solutionspopulating 
the industry. 

This bird’s eye view on the state of the 
blockchain industry in the energy sector 
provides a preliminary set of observations to 
take into account while reading the following 
subsections. Although there is not a one-size-
fits-all blockchain available to support the 
requirements of different use-cases, there is 
not however any direct correlation between the 
types of use-cases and the platform selected to 
deploy them by different initiatives and sectors. 
In particular, there is no evidence suggesting that 
a certain type of blockchain platform is more 
or less technically adequate and performing in 
order to serve the needs of a particular use-
case or sets of use-cases instead of another. 

Nevertheless, Ethereum [7] is the platform 
selected by more than half of the use-cases. This 
can be explained by the fact that Ethereum is 
the second most acknowledged cryptocurrency 
by market capitalisation after Bitcoin [8]. 
Moreover, Hyperledger [9] follows Ethereum 
arguably because it can count on IBM and 
then the Linux Foundation to gain widespread 
credibility and usage as an enterprise oriented 
blockchain ecosystem. 

For the rest of the platforms listed above, the 
rationale for selection most probably depends 
on subjective factors and non-linear industrial 
dynamics influencing decision-making processes 
by use-case proponents. Indeed, the global 
blockchain industry does not currently offer 

reference standards supporting an objective 
selection of a blockchain solution instead 
of another in that there is not a dominant 
blockchain design in the industry (see section 7 
for more details on this topic). 

In the analysis conducted, it emerged how 
blockchain is seen by industry as a potential 
means to enhance TSOs and DSOs network 
management capabilities by automatically 
maintaining verifiable data on network assets 
that can autonomously transact with each other.

In this context, blockchain could help dis-
intermediate the industry by transforming 
Transmission System Operator (TSO) and 
Distribution System Operator (DSO) roles of 
top-down energy providers – and possible single 
points of trust and failure in the energy supply 
chain – into peers operating in a horizontal 
network where also producers from Distributed 
Energy Resources (DER) could freely interact 
with both industry and retail players. 

In turn, blockchain could be deployed to solve 
new problems created by the interaction among 
traditional energy suppliers and producers from 
distributed and renewable energy sources. 
The actors in the industry are conducting 
research on blockchain properties to improve 
confidentiality, integrity, and availability in the 
grid management services delivery. 

One of the main domains of grid management, 
where tests are being carried-out, is smart 
metering, i.e. the increase of software 

Blockchain project types in energy sector
Source: EC

FIGURE 6
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implementations to give intelligence to 
electricity meters. blockchain is one of the 
implementations that many industry players are 
exploring since it could offer data authenticity, 
integrity and asynchronous timestamping to 
optimise grid operations.

Another grid management niche wherein 
blockchain has been prototyped is electric 
mobility, or e-Mobility. Alongside Artificial 
Intelligence, blockchain smart contracts 
implementations have the potential to 
revolutionise the automotive industry together 
with the business environments of many other 
connected industries, e.g. public administration 
and insurance.

Expanding the landscape analysis taking into 
consideration the nexus between Internet of 
Things and blockchain, this project highlighted 
another potentially disruptive aspect: in the 
energy domain, blockchain might have, for 
example, the potential to reformulate the 
relationships among humans and machines with 
the mediation of automated transactions of a 
different kind: energetic (energy availability), 
economic (energy pricing), environmental 
(weather forecasting), etc.

On a completely different level, many energy 
players are exploring blockchain at the level 
of financial and business applications. In this 
domain, many of the business cases, typical of 
the FinTech world, are translated in applications 
for investment and value transfer backed by 
electricity. 

As metering is a central component in grid 
management, the same applies to billing as it 
can be thought of as its business counterpart. 
In fact, cryptocurrency transfer is a property 
of blockchain that is leveraged by both utilities 
and proponents of customer-centred business 
models in the energy sector, both in advanced 
economies and less developed countries. 

As a subset of billing, a few actors in the power 
system industry are exploring the potential of 
blockchain to address the widespread problem 
of imbalance settlement. It could indeed help 
to manage trust and energy value flow in 
time, by addressing inefficient and suboptimal 
approaches to reserve dimensioning, while 
increasing consumer protection, and optimise 
consumption and cash flow capabilities of all 
stakeholders involved.

These considerations can apply also to 
wholesale energy trading practices. In this case, 
blockchain technologies can disrupt the industry 
by offering higher level of automation and 
disintermediation in an untrusted environment 
where the boundary between wholesalers and 
retailer would blur. Proponents of blockchain 
in these types of use cases advocate for the 
deployment of blockchain for the reduction of 
both transaction and operational costs in the 
transfer of energy and economic value in the 
industry.

Moreover, according to the vast majority 
of initiatives analysed, the division among 

Blockchain platforms used in different energy projects
Source: EC

FIGURE 7
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wholesalers and retailers, producers and 
consumers would further decrease. Indeed, 
the case for blockchain applied to the physical 
exchange of electricity and money peer-to-peer 
is considered as the most challenging, while 
potentially most disruptive for the industry. 
There are a good number of initiatives that 
provide blockchain investment vehicles, such as 
Initial Coin Offerings, to experiment especially 
in the Distributed Energy Resources (DER) and 
renewables domains. 

Finally, the landscape analysis examined 
proposals for blockchain applications for asset 
management (of e.g. renewable generation, 
fossil based plants and other climate-friendly or 
-altering assets). In these cases, the blockchain 
inherent properties, such as distributed 
architecture, time-stamped, cryptographically 
secured and tamper-proof transaction history, 
can offer tools for asset certification, proof 
of origin of energy production and green 
certificates and carbon credits trading. 

To our knowledge, there is not a standardised 
and solid framework for the deployment of 
blockchain at the grid management and business 
application levels. Security properties do not 
yet offer mission critical levels of performance, 
especially to take products from the prototyping 
stage to real world in production environments 
at a mass scale. However, as it emerged from 
the landscape analysis and survey data, more 
research and development is underway. 

Nevertheless, the survey conducted among 
energy stakeholders confirmed the interest in 
blockchain application within the energy sector, 
in particular to support uses cases in (a) local 
energy communities (microgrids) and P2P 
marketplaces (b) decentralised exchange, (c) 
retail electricity markets, (d) flexibility services 
and proof of origin of supply or demand.
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6. MOST PROMISING USE-CASES AND 
EXPERIMENTAL RESULTS 

On the basis of the landscape analysis presented 
above, and taking into consideration the 
technical constraints of blockchain technologies, 
it was possible to determine the most relevant 
domains of application of blockchain in the 
energy sector from a policymaking perspective. 
These use-cases, were deployed and validated 
in the laboratories of the Joint Research Centre 
of the European Commission. The emerging 
considerations and evaluations are reported in 
the following part of this section.

In particular, five different use cases were 
selected for implementation, testing and 
analysis:

• Smart metering, billing and securityFostering   
  of energy communities 
• Certification of origin of energy production 
• Support the implementation of flexibility  
  services 
• Electro mobility scenarios

In general, these use cases are the most 
technically meaningful for appropriately testing 
and exploiting the potential of blockchain in 
their respective context. In addition, some 
of them represent either the vast majority 
of cases in the landscape analysis (Energy 
communities, with 40 projects), or can count 
on an appropriate regulatory framework for 
compliance (Flexibility services), or they were 
examined in order to provide scientific evidence 
to further inform policymaking (Certification of 
origin, Smart metering, Electro mobility).

This large spectrum of use-cases could be 
integrated into a future single system by the 
use of blockchain family of technologies as 
shown in Figure 7. In order to demonstrate the 
concept, we opted to use the same blockchain 
technology, i.e. Hyperledger Fabric, for all of our 
experiments.

Blockchain integration of smart energy use cases
Source: EC

FIGURE 8
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Below, the selection considerations for the five 
use cases and the societal challenges that 
they address are described. Then, the technical 
implementation details of the load flexibility 
services, the e-mobility grid integration and the 
energy communities use-cases are presented. 
These use cases were implemented in JRC 
laboratories in order to prove their logical and 
technical feasibility. Based on the results of the 
various tests performed in all implementations, 
how a blockchain implementation affects the 
selected use-cases is evaluated. The difficulties 
faced are explained along with potential issues 
to take into account for future developments. 
Moreover, as a vital part of such use cases is 
security, possible attacks and measures to 
defend against them are analysed in detail.

Finally, together with smart metering, the 
certification of origin use-case were not tested 
in isolation, because they should both be seen 
as conditions of possibility of the three tested 
cases on flexibility services, electro mobility and 
energy communities. Each of these use-cases 
are presented below. 

6.1 Smart metering, billing and 
security
One of the most critical enabler components 
of a smart grid are the smart meters, which 
are electronic devices that register real-time 
consumption and generation of electricity, in a 
household or an industry, and send the data to 
the electricity retailer for monitoring and billing. 
Smart meters play a key role in the smart grid, 
since they can provide useful information about 
the consumption and the consumer profile, 
which can lead to load prediction and load peak 
reduction.

Smart metering is considered a core service 
for any use-case to be supported by blockchain 
technologies, as smart meters data would be 
distributed to all the involved parties. When 
integrated with metering infrastructure, 
blockchains provide the opportunity for 
automated billing in energy services for 
consumers and distributed generators, which 
comes with the potential of administrative 
cost reduction. Blockchain offers traceability of 
energy produced and consumed at each end 
point informing consumers about the origins 
and cost of their energy supply, making energy 
charges more transparent [15].

Blockchain, by design, provides data authenticity, 
integrity and immutability satisfying the 
corresponding requirements. However, users’ 
privacy is platform-independent considering 
that the smart meter data frequency collection 
could be adapted. One of the most challenging 
aspects for smart metering is communication 
technologies interoperability supported by 
smart meters. Enforcing Internet Protocol (IP) 
over the underlying communication system of 
smart meters could facilitate their blockchain 
integration.

Considering the policy-related requirements 
blockchain systems can support the provision of 
both non-validated near real time and historical 
consumption to consumers and fulfil this way 
the corresponding requirement. Finally, as far 
as the data portability is concerned though 
definitions of the proper data structures are 
technology neutral, blockchain can support data 
integrity and authenticity on the transferred 
data, providing an easy way to providers to 
validate consumers’ data.

6.2 Fostering of energy communities

Today’s energy distribution network has 
traditionally been considered as a ‘natural 
monopoly’ because the infrastructure required 
to carry electric energy to the final user is 
such a large and complex investment that is 
not considered economical to replicate. The 
same used to apply to energy production. Few 
large power plants were operational and the 
technology and investment needed to operate 
such infrastructure was off-limits for most 
citizens and companies. As a result, the electric 
business was initially conceived as a vertically 
integrated system. A single operator would take 
care of all the aspects of the energy value chain 
and the consumer would have to comply with the 
rules set forward by the monopolistic operator 
and later on by the legal regulations put in place 
by Member States and local administrations.

Market liberalisation however has started to 
de-couple the production of energy from its 
transport, transformation and delivery. The 
IoT revolution has made network connected 
energy metering economical for the average 
household and small business types. Another 
important factor is the availability of small-
scale energy generators (photovoltaic, wind 
turbines, renewable thermal, co-generation 
etc.) which operate across Europe. The final and 
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most recent enabling factor is the availability of 
more powerful and affordable energy storage. 
Lithium-Ion and Lithium-Polymer batteries 
have recently become very popular due to their 
decreasing cost and increasing capabilities 
in terms of energy density, power density, 
durability and reliability. Moreover, the recent 
boom of electric powered vehicles has brought 
as a by-product the availability of ample storage 
capacity to the household.

This technological advance has led to the 
creation of a new actor in the energy domain, 
the so-called ‘prosumer’. The prosumer 
concept combines the traditional role of 
energy consumer with that of energy producer, 
frequently endowed with storage capability. 
In order for the prosumer to reap the benefits 
of independence, flexibility and economical 
gains promised by the current technological 
revolution, a paradigm shift is needed both 
technically and most importantly from the 
policy and regulatory viewpoints. 

To this end, energy communities have been 
proposed in several research and innovation 
projects (see e.g. [10]), suggesting alternative 
approaches for energy exchange and trading. 

An energy community (see also Figure 9) can 
be defined as a group of users (consumers, 
producers and/or prosumers) who agree to 
locally exchange energy via physical or digital 
infrastructures. Those users  can also directly 
operate (portions of) such cyber-physical 
infrastructure.

Depending on the needs, different architectures 
can be deployed:

• peer-to-peer energy exchange,

• community shared balance storage,

• peer-to-grid paradigms.

A fundamental difference between an 
independent peer-to-peer community and 
a peer-to grid configuration is that, in the 
former, there is no institutionalised third 
party mandated to guarantee proper levels 
of reliability and quality of supply (e.g. via 
synchronisation services, voltage/frequency 
control, load balancing, etc.). 

The shared storage concept is a particular case 
of peer-to-peer where one or more storage units 
act as peers and contribute to dispatching and 
trading energy within the community members.

Generic structure of an energy community
Source: EC

FIGURE 9

CHAPTER 6



2222

CHAPTER 6

Three societal challenges, emerging in the 
context of energy communities, are described 
below:

• Technology acceptance: the users could per-
ceive the ICT systems as too complex to use. 

• Trust in the energy community: the users 
could have a lack of trust in the energy com-
munity infrastructure and actors in general.

• Cost of infrastructure: the upfront technolog-
ical investment needed to participate in the 
community (in-house electricity generation, IT 
infrastructure for node controller, smart me-
ters, and energy storage technology) could 
be considered too high, especially when com-
pared to benefits which will materialise at fu-
ture times. 

The above issues represent entry barriers for 
many people, who might still prefer to rely on 
traditional energy supply schemes. 

Blockchain technologies could partially address 
those challenges, on one side simplifying the 
ICT infrastructure needed to automate such 
a system, and, on the other side, enhancing 
the level of trust, thanks to their intrinsic 
disintermediation and security features. 

There is nonetheless the need to promote 
and highlight the actual benefits of building 
innovative technologies in the energy sector - 
especially in the energy community case -, in 
order to increase trust, and it is fundamental 
that the whole system is user-friendly.

A remarkable advantage of blockchain (thanks 
to its tokenisation and smart contract features), 
is the possibility to extend to a much larger 
user basis the possibility to invest in and trade 
renewable energy. Several projects show how 
blockchain can be used as a method to ‘tokenise’ 
renewable energy assets, services and products, 
thus creating new markets or business models 
based on co-ownership and sharing. By allowing 
citizens to trade the electricity freely and make 
revenues from it, blockchain can be a key 
enabler to peer-to-peer trading, and, as such, 
drives citizens’ interest in investing in renewable 
energy production assets.

As far as the cost of infrastructure is concerned, 
since blockchain is a totally distributed system, 
part of the computational power investment will 
need to be shared among the energy system 
stakeholders (including energy operators 
and final users). Such upfront design and 

investment efforts might be compensated by 
lower operational costs. In any case, the cost of 
infrastructure reduced, deferred and/or covered 
by blockchain shall be subjected to careful cost-
benefit analysis. 

More generally, in order to evaluate the impact 
of such paradigm shift for the electricity system, 
new assessment methodologies shall be 
developed to properly capture the interactions 
between the different actors and technologies 
to value and allocate the costs and benefits. 
A fair allocation of (predominantly) shorter 
term costs and (generally) longer term benefits 
among the different players could help reduce 
uncertainties and incentivise investments.

6.3 Certification of origin of energy 
production
According to the EU-wide energy framework 
[11], energy production from renewable sources 
needs to cover at least 32% of the final energy 
needs of the consumers by 2030. Although 
the share of renewables in the energy mix is 
increasing, it is not clear to the end user whether 
this energy originates from renewable sources 
or not. The traceability of energy injections 
from energy producers being them renewable 
or not is an important aspect for the electricity 
transmission and distribution.

Current market structures for renewable 
certificates, carbon credits or general 
environmental attributes are fragmented and 
complex. Small energy producers are, in practice, 
excluded from claiming carbon credits due to 
the high costs associated with the procedure. In 
addition, audit processes are often performed 
manually by a central authority, therefore are 
prone to errors and even fraud. Blockchain 
systems can automate green certificates 
issuance (including for low volumes of energy) 
and reduce transaction costs. They could create 
a global market for such assets, increase 
transparency in the market and prevent double 
spending.

Certificate of origin relies mainly on smart 
metering functionality that can enable 
consumer’s/prosumer’s energy metering in 
near real time, and attribute these readings 
to the relevant actors for the issuance of 
certificate of origin. This type of data-sharing 
can be accomplished with the use of blockchain 
solutions. The generated certificate of origin 
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should be protected against possible forgeries 
and all the involved parties must be able to 
confirm its validity. 

In principle, blockchain systems can support 
protection against possible forgeries as the 
integrity and authenticity of the stored data 
are guaranteed and through its consensus 
mechanism all the participant nodes can 
confirm the validity of the stored data, with the 
immutability of the blockchain.

6.4 Support the implementation of 
flexibility services 
Two customer market intermediaries, namely 
aggregators and citizen energy communities, 
are defined in the 2019 Clean Energy Package 
(CEP) [12], with provisions on their regulatory 
framework, roles, and duties aiming to group the 
energy generation or consumption of several 
consumers. In this context, an aggregator is 
acting as an energy service provider which has 
the capacity to manage consumers’ electricity 
needs and provide demand-side flexibility to 
the grid. Aggregation can be carried out either 
by traditional energy service providers such as 
suppliers or by new entrants such as independent 
aggregators. In practice, when consumers 
engage with an independent aggregator, they 

have one contract with the supplier and another 
one with the aggregator.

The testing and procurement of Demand 
Response (DR) services are becoming a reality 
throughout Europe and several actors are 
involved in Demand Side Management (DSM) 
research and innovation projects, as illustrated 
in Figure 10. The system operators currently 
request flexibility services to large units (mainly 
industrial actors) to vary their loads according to 
an identified need. This can be done directly or 
most typically through an aggregator actor that 
has a large portfolio of assets and coordinates 
the events, load triggering and settlements by 
taking a small fee for the service. Until now, 
the task of managing a few hundred loads has 
been manageable with traditional tools, such 
as Supervisory Control And Data Acquisition 
Systems (SCADAs), direct meter reading and 
transparent access of portals or platforms 
between aggregators and Transmission System 
Operators (TSOs).

In European markets, there are few examples of 
independent electricity aggregators engaging 
with commercial or residential consumers. 
However, with the emergence of consumer 
empowering, new technologies and the 
adequate regulatory framework, residential 
flexible electricity consumption will become 

Share of Demand Side Management (DSM) investment by organisation type
Source: EC

FIGURE 10
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more commercially attractive for aggregators 
and vice-versa. This will mean a higher order 
of magnitude when it comes to contract 
management, data exchange and settlements 
between all participants. TSOs are typically the 
entities supposed to request DR services, as they 
are in charge of assuring the grid stability. The 
Clean Energy Package defines the conditions 
under which DSOs may acquire flexibility 
services without distorting the markets for such 
services. It includes clear provisions that will 
enable DSOs to manage local grid issues and 
enhance the security of supply (SoS) through 
flexibility procurement.  

At the level of societal challenges for flexibility 
services, special emphasis is put on the 
involvement of prosumers and citizens in the 
electricity market, which could unleash a trend 
of efficiency and a smarter use of energy. Even 
though no major changes to personal life would 
be made with large scale explicit Demand 
Response, some technological adaptations would 
have to be carried out. The system to trigger a 
load adjustment would have to be installed, for 
example. Close to real time readings would be 
required, as well as information disclosed, which 
could be seen as intrusive, showing individual’s 
behaviour and consumption patterns. Accepted 
levels of comfort would have to be agreed upon 
with the aggregator and the cost of the required 
infrastructure is unclear so far.    

Moreover, the financial compensation for 
such services is expected to be negligible and 
some doubts exists on how citizens could be 
engaged without ‘significant’ incentives. Social 
platforms with scoring mechanisms, offering 
complementary discounts in services could 
be introduced to promote the participation. 
Main challenges enabling large scale demand 
response refer also to establishing reliable 
control strategies and market frameworks so 
that the demand response resources can be 
used optimally. 

In the context of flexibility services, opportunities 
for blockchain emerge such that blockchain-
enabled distributed trading platforms might 
disrupt market operations such as wholesale 
market management, local trading within 
energy communities and flexibility service 
exchange within distribution grids or with 
transmission grids. The use of blockchain 
technology, with all transactions recorded in a 
decentralised ledger, can expedite and condense 
trading and settlement to nearly real-time [14]. 

Moreover, blockchains could assist (or even 
replace) human decision-making in running 
decentralised networks, providing flexibility 
services or managing power system assets. By 
contrast, barriers for application of this use case 
range from data access and use restrictions to 
lack of interoperability and common standards 
together with legal uncertainty, governance and 
decentralised responsibilities.

6.5 Electro mobility scenarios

Transport accounts for a quarter of the EU’s 
greenhouse gas emissions, and still growing.

To achieve the climate neutrality ambitions 
stated in the European Green Deal, a 90% 
reduction in transport emissions is needed 
by 2050. Road, rail, aviation, and waterborne 
transport will all have to contribute to the 
reduction. Achieving sustainable transport 
means putting users first and providing them 
with more affordable, accessible, healthier and 
cleaner alternatives to their current mobility 
habits.

Automated and connected multimodal mobility 
will play an increasingly important role, together 
with smart traffic management systems 
enabled by digitalisation. The EU transport 
system and infrastructure will be made fit to 
support new sustainable mobility services that 
can reduce congestion and pollution, especially 
in urban areas. The Commission will help 
develop smart systems for traffic management 
and ‘Mobility as a Service’ solutions, through 
its funding instruments, such as the Connected 
Europe Facility. The demand for data capturing 
by automotive manufacturers is creating a shift 
in the traditional mobility business model.

To capture this data, vehicles are starting to 
have their own digital identity. For instance, the 
transactional data from re-fuelling at a gas 
station is currently on a credit card, but soon 
will be housed on a digital wallet owned and 
operated by a car. This car could generate its 
own income through a service model and pay for 
its own fuel, maintenance, and other services. 

An example application scenario for this use-
case is summarised as follows: we assume 
that the DSO faces an issue in its distribution 
grid, where the charger is connected. The issue 
could be, for example, congestion or over/
under-voltage. To mitigate this issue, the DSO 
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can use the flexibility of a Vehicle-2-Grid (V2G) 
connected electric vehicle (EV) by sending a 
price signal (or a power profile) that will trigger 
the car to either charge or discharge at a specific 
power level. Assuming that the V2G charging 
station is installed in an office building’s car 
park, the signal from the DSO has to go through 
the Energy Management System of the building 
or an aggregator, which along with the building 
energy consumption might operate multiple 
charging stations in the car park, towards 
the specific charging station that the EV is 
connected to. If the EV charges, a payment will 
be done to the aggregator/retailer, while if the 
EV discharges, the aggregator will reimburse 
the EV owner. For the payment, a digital wallet 
is used and a blockchain holds the records of 
balancing transactions. 

Other examples of use-cases on blockchain 
applied to e-Mobility are Fleet Management 
& Energy Optimisation, Autonomous Vehicles, 
Predictive Maintenance and features, and Smart 
Insurance. As shown in the next section, in our 
experiment, an EV was selected to perform a 
charging event with an integrated digital wallet 
or wallet app, which enabled the vehicle to 
make payments on its own. With blockchain, 
payments concerning every aspect of the car’s 
mobility can be executed quickly, securely and 
automatically. Similarly to the flexibility use-

case, the energy flow can be from and to the 
car. 

6.6 Use-Case deployment and 
results
To better understand the potentials of the 
use-cases just described, they were deployed 
using the facilities of the European Platform for 
Internet Contingencies and Blockchain Analysis 
(EPIC-BA) and the Smart Grid Interoperability 
Laboratory (SGI-Lab). The detailed results of 
the test campaigns are reported in the specific 
reports. [1][2][3] 

All tests were implemented over a Hyperledger 
Fabric infrastructure, leveraging on the scalability 
capability of the EPIC-BA infrastructure to test 
the capability of the system to manage high 
numbers of nodes and customers and on the 
stress the working boundaries up to high, on 
a Nissan electric vehicle (EV) with a 24-kWh 
battery connected to a type2 charger (<22 kW) 
and a storage system with 225 kW and 450-
kWh capacity, which allows a bi-flow of power 
from and towards the grid.

Figure 5 illustrates the energy data flows for the 
Energy flexibility use-case.

High level architecture of flexibility use-case
Source: EC

FIGURE 11
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Figure 12 provides a picture of the Energy 
Community setting (which includes also the 
smart-metering use-case) and the related 
blockchain implementation: electricity 
production nodes connect with each other 
through a common electricity bus. Exchanges 
to and from the bus are recorded by a smart 
meter that is placed at the interfaces of each 
node’s infrastructure (household, farm, factory 
etc.) to the rest of the network. Common meters 
owned by the community might be installed on 
the main line for verification purposes. Special-
purpose nodes are introduced as gateways to 
the rest of the world and balancers for insuring 
stability and reliability of the grid. These 
balancers are basically flexibility providers.

Experimental results under laboratory, showed 
a robust and straightforward implementation of 
the blockchain solution for flexibility use-case 
scenario (which includes also the e-mobility 
sub-case) as well as for energy community 
scenarios (including the smart-metering and 
source of origin use-cases). The simulations 
proved that these solutions can easily scale to 
thousands of assets. 

The tests on the energy flexibility use-case 
demonstrated that blockchain technologies 
can facilitate the financial settlement and 
shorten the time of the settlement process in 
comparison to what is done presently. Moreover, 
it will also allow for a communication of data 
between the TSO and DSO which is incentivised 
in the Clean Energy Package. The adoption of 
smart contracts and facilitation of flexibility 
event tracing would enable large scale service 
provision, including medium and large assets, 
paving the way to citizen engagement and 
involvement in the energy market.

Furthermore, it should be mentioned that 
asset power from the same aggregator will be 
aggregated in the future, therefore decreasing 
the effort requested to the blockchain. These 
conditions suggest that the use of blockchain is 
more than capable of being implemented in a 
real world scenario for Demand-Response use. 

For the tests conducted with the e-mobility 
scenario, the use of blockchains, not only 
allows the verification of energy provided to 
or taken from the grid, but implicitly allows a 

Energy community test bed
Source: EC

FIGURE 12
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financial settlement of the simple charging 
activity. Given a digital identity of the user, an 
integrated record of all charging activities can 
be performed regardless of the charging point 
operator, region or charging type. This would not 
only facilitate the payment for the user, but also 
allow an access to all the data generated by 
the charging activity of electric vehicles both for 
the users, charging operators and other service 
providers.

Given a trusted environment of the charging 
activity, the financial settlement does not need 
to be subjected to a consensus mechanism 
constantly. After a determined number of 
exchanges, the network would communicate the 
result of the given number of transactions as 
one, similar to lightning networks or side chains. 
Another aspect to consider is that many of the 
transactions (financial and non-financial such 
as data) are expected to be micro-transactions. 

For this reason, micro-payments are one of the 
characteristics enabled by blockchains, that 
are already available already by some public 
projects such as IOTA or NANO blockchains, 
promoting a feeless machine-to-machine 
economy. Vehicles performing charging is just 
one use, but it can be applied to parking, tolls, 
shared vehicles, etc.

In the flexibility and e-mobility use cases 
testing, high throughput, in terms of number 
of transactions per second, has been easily 
reached, which has much higher performance 
than needed, especially considering that a real 
world flexibility events performs  transactions 
in a settlement period typically lasting 15 
minutes. The hardware’s resources, i.e. CPU 
and memory, showed normal usage during 
the experimentation, while an important 
factor to consider is the network topology and 
the network bandwidth, especially in more 
complicated architectures. Moreover, with our 
implementation it was demonstrated that 
financial settlements can be facilitated in a 
shorter period compared to the actual situation. 
We also foresaw a communication between the 
TSO and the DSO, as is incentivised in the Clean 
Energy Package.

The purpose of the energy community is to offer 
the end user maximum flexibility in sourcing its 
energy needs. Thus, a node in the community 
can decide to buy/sell energy locally within the 
community or to have access via a gateway to 
external spot energy markets. The community 

itself can decide which competitive gateway 
and balancing services provider to use.

In term of performances and scalability, the 
tests confirmed the same good results obtained 
in the flexibility and e-mobility use-cases and 
that it is possible to use low-end devices (smart-
meters) to communicate and send transactions 
to the blockchain system.

The biggest challenge in such use-cases, is 
how to trust the measurements and the ‘digital 
twin’ of a physical object, in this case energy.  
Statistical noise estimation and modelling, 
advanced automated instrument calibration, 
profiling of sensor output with artificial 
intelligence, are all techniques that might need 
to be applied in a real-world implementation. 

There are of course some considerations which 
should be expressed. We envision that in a larger 
scale experiment of this type, some architectural 
design issues may arise. The most important, is 
where and how the actual blockchain system 
will be deployed. Since smart meters are usually 
not computationally powerful, it would seem 
inappropriate for them to host the backbone of 
the blockchain. A potential solution would be for 
households participating in the community, to 
host a blockchain node each. 

This would also provide total transparency to the 
operations of the network, and in the meantime 
divide the operation workload. In general, all 
the on-field tests deployed demonstrated an 
overall robustness of the system, resilience to 
cyber-threats, capacity to scale and adequate 
maturity.

.
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7. CONCLUSIONS

This chapter summarises the main issues and 
outcomes stemming from the series of studies 
conducted by the Joint Research Centre. 

Recommendations are made for addressing 
the issues of a wider use of blockchain in the 
energy sector. In conclusion, some take-away 
messages are highlighted.

7.1 Trends, issues and lessons 
learned
The main lessons distilled from the review, 
modelling and experimental activities carried 
out in this project, are as follows:

• Blockchain is confirmed to be a versatile 
means to support evidence-based deci-
sion-making in the climate-neutrality 
and energy fields. For example, blockchain 
can enable carbon credit and guarantees of 
origin schemes or help citizens to sell solar 
energy in the markets. Clearly, blockchain 
also needs to demonstrate that the accrued 
sustainability benefits outweigh the environ-
mental footprint, especially when deployed at 
a wide-scale (see also the energy efficiency 
considerations below). The EU’s Research and 
Innovation programmes allocate significant 
budget to test blockchain solutions in sever-
al sectors, including the climate and energy 
ones.

• Within the whole energy system, the elec-
tricity sector is increasingly researching 
innovative blockchain solutions aiming 
to streamline system and market operations 
and propose new services. The currently most 
deployed solutions rely on Ethereum-derived 
technologies, although efforts to introduce 
other blockchain solutions (e.g. based on 
Solana, Hyperledger, IOTA and others) are on 
the rise. 

• Several actors, involved in energy/digital 
businesses or emerging from other socio-eco-
nomic sectors, show appetite for experi-
menting with blockchain solutions across 
the energy value chain. Pilots and use-cas-
es are flourishing in Europe (and beyond). This 
is particularly true, where new actors - such 
as the aggregators of several energy users/

prosumers and automated software agents 
- wish to enter the energy business or many 
stakeholders (e.g. in the case of energy com-
munities), with different levels of security/
trust, have to interact. 

• Consumers are not yet fully engaged in 
digital energy projects (many step away 
from pilots after an initial phase of interest) 
and independent aggregators still face entry 
barriers to participate in electricity markets 
(regulations and practices preventing cus-
tomers to contract agreements with emerging 
actors are still present). The upfront techno-
logical, knowledge and education investments 
needed to participate in energy communities 
- and thus reap their benefits -, still hamper 
citizens’ involvement and engagement.

• Newer blockchain solutions have im-
proved their technical performances 
compared to older ones. In-house tests 
confirm the adequately growing performances 
of blockchain, in terms of throughput (speed, 
transactions per second), scalability (number 
of nodes managed) and end-to-end delay, in 
a wide range of use cases (from, for exam-
ple, paying for an electric vehicle recharge on 
a motorway to using home devices to trade 
energy). The blockchain permission policies 
(linked to the reading and writing rights of 
the actors interacting with the blockchain) 
emerge as another crucial factor for the de-
sign of blockchain solutions. Under adequate 
techno-economic and regulatory conditions, 
selected blockchain solutions seem to confirm 
their potential to scale up to real-world sce-
narios. Nevertheless, solving the so-called 
blockchain trilemma, i.e. concurrently opti-
mising the three key aspects of decentralisa-
tion, security and scalability, remains a big 
challenge before moving to large-scale 
applications. 

• The sustainability and energy-footprint 
of blockchain remain among the most de-
bated – but not always well-analysed/com-
municated – issues, even if new blockchain 
solutions and consensus mechanisms (i.e. the 
algorithms needed to run a blockchain, largely 
responsible for the blockchain energy-intensi-
ty) do not display energy performances worse 
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than those of comparable ICT systems and 
data centres.

• Regulatory sandboxes testing blockchain 
solutions are beginning to appear in the 
digital energy field. These are specific spac-
es with relaxed regulatory conditions where 
new products, services and business models 
can be trialled in a real-world environment.

• Blockchain applications for higher-lev-
el energy system functionalities (i.e. ap-
plications running on layers ‘far’ from the 
physical power grid) are more numerous 
and mature. Blockchain appears well suited 
to support the financial settlement of ener-
gy transactions, the energy trading in local or 
wider markets, the energy management and 
flexibility services provisioning, and several 
certification and billing processes. As an ex-
ample, the experiments we executed in the 
energy flexibility use case – i.e. matching the 
power generation fluctuations with electricity 
demand injections or withdrawals – can be in-
ferred to be scalable to thousands of assets/
nodes. This is because the simulations were 
conducted on a per second basis, whereas the 
demand response settlement period typical-
ly refers to several (e.g. 15) minutes. Similar 
considerations apply to the electric vehicle’s 
charging and discharging transactions as the 
e-mobility use case de facto extends the de-
mand response use case.

• Blockchain applications more linked to 
energy system operations (i.e. ‘closer’ to 
and directly impacting the physical power 
grids, such as power dispatching) are instead 
less developed. This is mainly due to lack of 
adequate guarantees in terms of safety, cer-
tification, and standardisation, which are the 
driving requirements for the operation of crit-
ical infrastructures. To date, just a few block-
chain-enabled pilots tried to take into account 
the whole spectrum of physical constraints 
involved in power system management.

• Blockchain-enabled distributed trading 
platforms might disrupt market oper-
ations such as wholesale market manage-
ment, local trading within energy communities 
and flexibility service exchange in distribution 
or transmission grids. The use of blockchain, 
with all transactions recorded in a decentral-
ised register, can expedite and condense trad-
ing and settlement. Such automated trading 
may allow for pushing trading operations to 
real-time, thus shortening the bidding inter-
vals relative to current practices. This might 

however also bring about market concentra-
tion and distortion issues, when automated 
agents adopt instantaneous strategies to co-
operate or compete with other agents.

• An adequate and interoperable smart 
metering infrastructure emerges as in-
dispensable for the activation of block-
chain services for energy communities and 
peer-to-peer energy trading. The smart me-
tering use-case is, in a way, the foundation-
al layer of the Energy Community use-case, 
representing the most straightforward block-
chain use one could think of (regarding con-
sumptions measurement, notarisation and 
billing). However the blockchain-readiness of 
smart meters, even those of the newest gen-
erations, appear somewhat limited. Access to 
smart meter data is also a potential barrier 
as blockchains use the most classical Internet 
protocols, and not all the meters support In-
ternet connections. 

• Blockchain shows high potential to be 
deployed as the ‘distributed driving 
brain’ of an energy community. The en-
ergy community use-case, with distributed 
smart meters validating transactions and 
smart contracts controlling the neighbour-
hood energy market, was the most complex 
to implement. Nonetheless the set-up trialled 
in the JRC labs, even with in-house built con-
trollers and devices, were demonstrated to be 
resilient, stable and scalable.

• Data security and integrity remains vul-
nerable before reaching the blockchain. 
Data – once stored on the blockchain – is re-
silient to tampering, the data transfer from 
the physical world to the blockchain remains 
prone to vulnerability. How to be sure that a 
certificate of origin for a certain amount of 
renewable energy we want to trade is actually 
produced by a specific wind farm at a specific 
time? Or, as another example, how do we to 
verify that smart meters and in-home devices 
accurately record the amounts of energy pro-
duced or consumed?  

• Some authentication and protection 
rules are hard to interpret in blockchain 
ecosystems, owing to the radical decentral-
isation of data storage and processing. As an 
example, once a user identity is created on 
the existing blockchain, there is little guaran-
tee that the user requesting that identity is 
the real identity’s owner and not a malicious 
one. This problem occurs to various degrees in 
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every digital platform accessed via ‘soft-iden-
tity’ schemes.

• Blockchain architectures can facilitate 
data exchange among incumbents (e.g. 
Transmission and Distribution System Oper-
ators) and/or with emerging actors (e.g. ag-
gregators), as called for by the Clean En-
ergy Package. Currently there are several 
limitations and constraints on the legal pos-
sibility of exploiting data in a blockchain e.g. 
to activate smart contracts. Blockchain pilots 
showed the potential advantages of auto-
matically generating invoices and triggering 
smart contracts, provided that energy data is 
effectively accessed and used. The still em-
bryonic stage of blockchain platforms – and 
in particular, of smart contracts – is another 
obstacle to the deployment of complex au-
tomatisms and services. 

• Several pilots have shown the urgent need 
for ensuring the interoperability of dif-
ferent blockchain solutions, of on-chain 
and off-chain systems, of IoT devices and 
cloud-based solutions with blockchain net-
works. The blockchain solutions integration 
and interoperability with existing legacy sys-
tems, particularly to gather readings and sys-
tem data, still constitutes a big challenge. 

• With the growing digitalisation of the energy 
system, and equally so for the deployment 
of blockchain solutions, a reliable Internet 
infrastructure appears as a crucial require-
ment and a critical service to operate the dig-
ital energy grids. 

7.2 Policy and regulatory 
recommendations

Several aspects and interfaces still must be 
properly understood to govern the introduction 
of blockchain-based electricity delivery 
options and services [6] [26]. To this end, a 
set of recommendations were identified to 
address issues emerging from the desktop and 
experimental research conducted.

SECURITY, PRIVACY & IDENTITY
• Requirements for blockchain applications 

maintaining adequate cybersecurity and 
electricity supply security levels should 
be defined. This is particularly important in 
the context of the Network Code for cyberse-
curity aspects of cross-border electricity flows, 

as requested by the Electricity Market Regula-
tion. This would allow to timely identify the 
actual cybersecurity technological limitations 
and their improvement opportunities, particu-
larly in the context of critical infrastructures. 

• Mechanisms to safeguard data security 
and integrity should be further devel-
oped. A big challenge is how to trust the en-
ergy measurements and the ‘digital twin’ of 
physical objects, especially before they are 
saved on the blockchain. As an example, in the 
case of the energy metered and traded in a 
local energy community, redundancy mecha-
nisms could be adopted in the smart metering 
measurements (i.e. deploying a common set 
of smart meters measuring energy exchanges 
independently of the household’s smart me-
ters). 

• Data should be protected by design and 
shared only in so far as needed to ac-
tivate consented blockchain-enabled 
services. Transacted data are at the core 
of blockchain (a blockchain is, indeed, a long 
chain of data). The definition of the bound-
aries between data sharing and protection 
should follow the stringent rules laid down 
in the EU General Data Protection Regulation 
(GDPR), which aims to safeguard citizens’ per-
sonal data and strengthen their fundamental 
rights. 

• Effective integration strategies between 
data protection and cybersecurity initia-
tives should be put forward, to ensure that 
personal data are well-protected, not misused 
and that citizens ultimately are in control of 
their personal data. Blockchain – a distribut-
ed infrastructure able to ensure trust among 
parties in place of a centralised party - offers 
a new perspective on the way to enforce cy-
bersecurity measures in the digitalised energy 
system.

• The energy digitalisation phenomenon pos-
es, from a cybersecurity perspective, a ques-
tion on the resilience and security of the 
modern telecommunication network and 
Internet. From a strategic autonomy per-
spective, Internet governance and develop-
ment are currently outside the control of 
Europe. If Europe wants to lead the digital 
development (relying also upon blockchain 
technologies), it is of utmost importance to 
start a deep reflection on how Europe could 
secure the stability and security of its ‘portion 
of Internet’, and on the way we can change 
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it to secure our cyber-physical critical infra-
structures⁹.

• Cybersecurity certification schemes 
should increasingly cover both the do-
main of blockchain core infrastructure 
and the domain of end user applications and 
devices (e.g. IoT). Within the context of the 
Cybersecurity Act and the cybersecurity cer-
tification rolling plan, the Commission could 
push forward an item concerning blockchain 
technologies, to define a cybersecurity certi-
fication scheme. This would allow for an ade-
quate cybersecurity assurance level for what 
concerns the blockchain implementations in 
the different sectors.

• Strong authentication schemes should 
be embedded in the design of blockchain 
solutions. Questions related to delivering 
user experience while respecting individu-
al privacy and identity should be addressed 
drawing upon the provisions of the eIDAS 
(electronic Identification Authentication and 
Signature) Regulation. In particular, the au-
thentication problem of ‘soft-identity’ could 
be solved with Strong ID enrolment proce-
dures or linking soft-id to strong-id (e.g. veri-
fiable electronic ID documents).

DATA ACCESS, LIABILITY AND MARKETS
• Robust energy data hubs/platforms – 

with consented rules for data access and 
use – should be designed. This is essential 
for governing the interactions within an ener-
gy system hosting an increasing number of 
decentralised actors and resources. As an ex-
ample, only by properly accessing data (par-
ticularly those linked to smart meters) can 
electricity customers fully benefit from com-
petition in the retail markets and contribute to 
innovative flexibility services provision. Energy 
digitalisation should be regulated by: gener-
ating the appropriately granular (spatial and 
time) data on the electricity system; making 
data accessible, interoperable and secure for 
current and potential market participants.

• Market rules should be adapted to con-
template the emergence of new actors 
in the form of automated agents. The 

increased automated decision-making and 
trading on electricity or flexibility markets 
enabled by blockchain technologies should 
be carefully studied to anticipate its market 
efficiency, competition and security of supply 
implications.

• Decentralised responsibilities of elec-
tricity supply and delivery should be 
clearly defined and allocated. Disinterme-
diation and distributed architecture are two 
of the most peculiar characteristics of block-
chain technologies. While these features are 
in fact key enablers in the trusted integration 
of different actors in the smart-grid ecosys-
tem, they can potentially create confusion in 
terms of responsibilities and liability. For that 
reason, a reflection is needed to establish 
clear rules, roles and duties in this new energy 
paradigm.

FAIRNESS AND ACCEPTANCE
• Fairness should be a guiding principle 

for designing more decentralised energy 
markets not discriminating any player, 
be they people or businesses. Associating 
the appropriate blockchain solution to the dif-
ferent use cases is crucial to enable different 
electricity market governance schemes and 
role types for consumers. Most of the block-
chain-enabled energy projects rely on Ethere-
um – in permission-less or permissioned con-
figurations – or other emerging technologies 
such as Hyperledger – with permissioned 
schemes. The permission-less design general-
ly entails that every user contributes to man-
age the blockchain in a trust-less environ-
ment. However, this comes at a cost of a more 
expensive validation process. Permissioned 
applications need instead a small group of 
nodes to validate transactions. This allows for 
reducing the validation costs, as only a few-
er number of nodes interact to maintain the 
blockchain, but also requires full trust on the 
validators. 

• Consumers should be further involved 
and incentivised to invest in blockchain 
projects. Regulatory initiatives would be 
needed to increasingly make blockchain ad-

CHAPTER 7

⁹ Other relevant EC legislative initiatives on privacy and data protection aim at strengthening the security of internet-connected devices, 
most of which are expected to be part of the Internet of Things, and of wearable radio equipment.
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vantageous for consumers, to enlarge the 
community basis of those participating in the 
energy flexibility service provisioning and in 
the Citizen/Renewable Energy Communities, 
as defined in the Clean Energy Package. The 
adoption of smart contracts can facilitate 
such citizen engagement in the energy mar-
ket. Putting the customer at the centre of the 
energy system, requires effort to identify and 
exploit the possible interfaces and synergies 
between different energy systems (e.g. elec-
tricity, heat, gas,…) and economic sectors (e.g. 
transport, health,…).

• A balance should be found between con-
sumer empowerment and protection. This 
would be in line with the European Green Deal 
provisions calling for a socially just transition 
where the risk of energy poverty is addressed 
and users most vulnerable to the energy tran-
sition are protected.

SCALABILITY AND SUSTAINABILITY
• The EU and national legislators should 

keep developing a comprehensive pro-in-
novation legal framework for digital 
applications, also better regulating block-
chain-enabled digital assets and smart con-
tracts. A major regulatory challenge is to rec-
oncile the stability of the legal framework with 
the rapidity to react to innovation pace. The 
EU should keep providing funding for block-
chain research and innovation, both in the 
form of grants and by supporting investment 
in start-ups. Large-scale and multidisciplinary 
pilots that target integrated architectures, 
interoperable applications, and harmonised 
standards are still needed to test the merits 
and challenges of blockchain use-cases and 
applications.

• Regulatory experimentations should be 
further adopted to address the blockchain 
technological trilemma (i.e. optimising block-
chain decentralisation, security and scalabil-
ity) and ensure the adoption of approaches fit 
for purpose and future-proof. Supporting re-
sponsible innovation via pilot regimes and 
regulatory sandboxing might help remov-
ing obstacles to the application of new tech-
nologies and promoting technology uptake.  
Reporting mechanisms on blockchain pilots 
– including cost-benefit and risk analyses - 
would be sharing knowledge and best practic-
es. The EC and the European Blockchain 
Partnership are setting up a pan-Europe-
an regulatory sandbox tackling data spac-

es, smart contracts, and digital identity, and 
covering also the energy sector (among other 
sectors such as finance, health, environment 
etc).

• Analyses on the energy footprint of the 
blockchain solutions under testing/deploy-
ment – both in terms of absolute consump-
tion and energy mix (renewables, fossil, etc…) 
anticipated to cover such consumption – 
should always accompany the studies on 
the scalability and performance require-
ments. Fair cost-benefit analyses weigh-
ing the benefits with the costs and adequate 
communication campaigns may help to better 
understand opportunities and threats.

INTEROPERABILITY AND STANDARDS
• The EU and Member States stakehold-

ers should continue being involved in the 
work of international standard organisa-
tions such as ISO, ETSI, CEN-CENELEC, IEEE 
and ITUT, and should continue engaging with 
other relevant bodies globally such as INATBA 
(International Association for Trusted Block-
chain Applications), covering solutions for en-
ergy digitalisation in general and blockchain 
integration in particular. 

• Proper standards and interoperability 
of blockchain-enabled devices (includ-
ing meters, sensors, appliances) should 
be promoted, as this might help developing 
markets for demand response, distributed en-
ergy resources and flexibility services. Guar-
anteeing interoperability, standardisation and 
blockchain-readiness of the smart metering 
infrastructure is particularly important as 
smart meters enable virtually all the services 
put forward by blockchain technologies. The 
EC implementing acts on interoperability re-
quirements and transparent procedures for 
access to data (as called for by the Electricity 
Market Directive) might tackle some of the 
above aspects. Standardisation would also 
be extremely important to ensure a common 
minimum level of cybersecurity of blockchain 
platforms. Standardisation initiatives would 
pave the way toward interoperability which, in 
mission critical infrastructures, is a key factor 
to ensure technology diversity and resilience 
against cyber-attacks. Establishing standards 
for interoperability across industries will also 
be pivotal as the power sector becomes more 
coupled with adjacent sectors such as the 
transportation, heating, and others.
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7.3 Final remarks

The EC Digitalisation of Energy Action Plan 
represents a powerful toolbox to implement 
actions for a wider deployment of digital 
technologies – including blockchain – in the 
energy sector. The Action Plan aims to develop 
a competitive market for digital energy services 
that ensures data privacy and sovereignty 
and supports investment in digital energy 
infrastructure. This Plan could accelerate the 
implementation of digital solutions, building 
on the Common European energy data space 
aimed to promote a stronger availability and 
cross-sector sharing of data, in a customer-
centric, secure and trustworthy manner.

While the digital transformation is a key enabler 
to reach the climate-neutrality objectives, a 
consistent approach in the regulation of several 
cross-cutting sectors (energy, transport, finance 
etc.) is equally needed. Recently issued regulation 
proposals in the digital finance/crypto-asset 
sectors contain interesting approaches and 
solutions, which could be applicable to or of 
inspiration for the energy sector as well.

It remains to be seen to what extent blockchain 
can support or subvert business models in the 
transitioning electricity systems and markets. 
Indeed, blockchain represents only one of the 
technologies enabling power system innovation, 
to be combined with other digital technologies 
(including Artificial Intelligence, big data, IoT), to 
achieve the climate-neutrality and sustainability 
targets.

In this context, one of the main challenges for 
policy decision makers, is to strike a balance 
between supporting innovation, protecting 
consumers and upholding market integrity. 

The Joint Research Centre (JRC) smart grids and 
cybersecurity laboratories stand ready to scale 
up their research activities in support of policy 
decision making, with a view at identifying 
critical issues in the deployment of blockchain-
enabled sustainable energy solutions. 

.
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